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Overview

= CFC improvements

= Security improvements

= Signed Libraries / Library Manager

= Further improvements

= Modularization of the CODESYS Development System
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CFC improvements

= General space optimization
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CFC improvements

= Dark theme
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CFC improvements

* Increased drop area for connections
= Keyboard shortcuts
= Dropping objects and symbols into the canvas
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Engineering

Signed libraries

-
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= Supported since CODESYS V3.5 SP15
= Simplification of former signing process with public/private key files
= Now based on certificates

= Unsigned libraries: now with restrictions in CODESYS
= No scripting in library documentation (since SP15) g sy x

Add Library 3¢ Delete Library | Properties 75 Details | 5] Placeholders mLibrary Repository lﬁllcon Legend... [2| Summary...

. . . .
= Embedded files from unsigned libraries
. + @ 35License = 3SLicense, 3.5.17.0 (35 - Smart Software Solutions GmbH) _35_LICENSE 3
Can n Ot be O pe n ed (n eW I n S P 1 7) ) Analyzation = Analyzation, 3.5.17.0 (System) Analyzation
+ @ BreakpointLogging = Breakpoint Logging Functions, 3.5.17.0 (35 - Smart Software Solutions GmbH) BPFLog
+ [[_] CAA Device Diagnosis = CAA Device Diagnosis, 3.5.17.0 (CAA Technical Workaroup) DED
- - - E @ CAA Real Time Clock Extern, 3.5.17.0 (CAA Technical Workgroup) RTCLE
u S I g n ed C O D E SYS I I b r ar I eS * @ CmpTraceMar = CmpTraceMar, 3.5.17.0 (System) CmpTraceMgr
E3 @ TecSfc = Jecsfi m) Tecsfc
. ey [El TecVarAccess = Ie .5.17.0 (System) TecVarAccessLibrary
= I n S P l 6 . SO m e + [El IoStandard = IoStandard, 3.5.17.0 (System) IoStandard
@ Standard = Standard, 3.5.17.0 (System) Standard
u I n S P 17 . al | #-|B) system_visuElem3DPath = VisuElem3DPath, 3.5.17.0 (Sys VisuElem3DPath
. S @ System_VisuElemCambDisplayer = VisuElemCamDis; VisuElemCamDisplayer
- . - - - - - - % @ System_VisuElemMeter = VisuElemMeter, 3.5.17.0 (Sys VisuElemMeter
(Exce ptl O n . I nd IVI d u al I I b rarl eS Wlth E [El System_VisuElems = VisuElems, 3.5.17.0 (System) VisuElems
. . . i [El System_visuElemsAlarm = VisuElemsAlarm, 3.5.17.0 VisuElemsAlarm
d e p e n d e n C I eS to I I b rar I e S < S P 1 7) £ @ System_VisuElemsDateTime = VisuElemsDateTime, y VisuElemsDateTime
+ @ System_VisuElemsSpedalControls = VisuElemsSpedalControls VisuElemsSpecialControls
+ @ System_VisuElemsWinControls = VisuElemsWinControls, 3.5.1 VisuBElemsWinControls
+ @ System_VisuElemTextEditor = VisuElemTextEditor, .0 (System) VisuElemTextEditor
+ @ System_VisuElemTrace = VisuElemTrace, 3.5.1 VisuElemTrace
E3 @ System_VisuElemXYChart = VisuElemXYChart, 3 VisuElemXYChart
3 @ system_visuinputs = visuinputs, .17.0 (system) visuinputs
£ @ System_VisuNativeControl = VisuMativeControl, 3.5.17.0 (System) VisuNativeControl
+ @ TraceMarUtils = Trace Mgr Utils, 3.5.17.0 (Intern) TraceMgr_Utils
+- B Ut = Ut 3.5.17.0 (System) util
ES [El VisuDialogs = VisuDialogs, 3.5.17.0 (System) VisuDialogs
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Engineering

Library Manager
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Engineering

= New function in the Library Manager:
Display of all transitively referenced
libraries in the project

rary x

Ad.d. Library 3¢ Delete Library | Properties 75 Details | 5] Placeholders m Library Repository @ lcon Legend...

Mame MNamespace
+|E| 3SLicense = 3SLicense, 3.5.17.0 (35 - Smart Software Solutions GmbH) _35_LICENSE
@ Anzlyzation = Analyzation, 3.5.17.0 (System) Analyzation
@ BreakpointLogging = Breakpoint Logging Functions, 3.5.17.0 (35 - Smart Software Solutions GmbH) BPFLog
- E CAA Device Diagnosis = CAA Device Diagnosis, 3.5.17.0 (CAA Technical Workaroup) DED
|1 cAA Real Time Clock Extern, 3.5.17.0 {CAA Technical Workgroup) RTCLE
-[B) cmpTraceMar = CmpTraceMar, 3.5.17.0 (System) CmpTraceMar
[B Library Summary * = " < " < YT ° <
B 1ecsfc = lecsfe, 3.5.17.0 (System) Iecsfe
o\ Display all occurrences in library hierarchy and close dialog @ IecVarAccess = IecVarAccess, 3.5, 17.0 (System) IecVarAccessLibrary
@ IoStandard = InStandard, 3.5.17.0 (System) IoStandard
Managed Library Number of Occurrenc..,  * [ standard = Standard, 3.5.17.0 (System) Standard
[ 35 Storage, 3.5.17.0 (35 - Smart Software Solutions GmbH) 3 + |E| System_VisuElem3DPath = VisuElem3DPath, 3.5.17.0 (System) VisuElem3DPath
|_m VisuTrendStorageAccess, 3.5.17.0 (System) 1 - @ System_VisuElemCamDisplayer = VisuElemCamDisplayer, 3.5.17.0 (System) VisuElemCamDisplayer
VisuBlemTrace, 3.5.17.0 (System) 3 uElemMeter = VisuElemMeter, 3.5.17.0 (System) VisuElemMeter
[ visupiaiogs, 3.5.17.0 (system) 1 @ System_VisuElems = VisuElems, 3.5.17.0 (System) VisuElems
E?' E“Elemcamn'sdaya" 3.5.17.0 (System) 2 1) system_visuElemsAlarm = VisuElemsAlarm, 3.5, 17.0 (System) VisuElemsAlarm
a [} VisuDialogs, 3.5.17.0 (System) 1 |E| System_VisuElemsDateTime = VisuElemsDateTime, 3.5.17.0 (System) VisuElemsDateTime
A VisuBlemTrace, 3.5.17.0 (System) 3 |E| System_VisuElemsSpedalControls = VisuElemsSpedalControls, 3.5.17.0 (System) VisuElemsSpedialControls 3.5.17.0
& - AlarmM; 3.5.17.0 (Inte 1 . - . M
ml— rmiianager, ( n ';L | BH) |E| System_VisuElemsWinControls = VisuElemsWinControls, 3.5.17.0 (System) VisuElems\WinControls 3.5.17.0
35license, 3.5.17.0 (35 - Smart Software Solutions GmbH. 3
L ! 2 |E| System_VisuElemTextEditor = VisuElemTextEditor, 3.5.17.0 (System) VisuElemTextEditor 3.5.17.0
|_ﬂ Alarm Manager Interfaces, 3.5.17.0 (Intern) 3 H . ) . )
+ @ System_VisuFlemTrace = VisuElemTrace, 3.5.17.0 (System) VisuElemTrace 3.5.17.0
|_ﬂ Alarm Manager Internal Interfaces, 3.5.17.0 (Intern) 2
@ System_VisuFlem¥YChart = VisuElem¥YChart, 3.5.17.0 (System) VisuElemXYChart 3.5.17.0
|_ﬂ AlarmManager, 3.5.17.0 (Intern) 1 A o o . ) o
I_ﬂ Analyzation, 3.5.17.0 (System) 4 t |El system_visuinputs = visuinputs, 3.5.17.0 (system) visuinputs 3.5.17.0
| . _y . P ) .
I_m Base Interfaces, 3.5.17.0 (System) 25 |El System_VisuNativeControl = VisuMativeControl, 3.5.17.0 (System) ViguMativeControl 3.5.17.0
A Breakpoint Logging Functions, 3.5.17.0 (35 - Smart Software Soluti... 1 v |} TraceMgrUtils = Trace Mgr Utils, 3.5.17.0 (Intern) TraceMgr_Utils 3.5.17.0
— [E] usl = Ut 3.5.17.0 (System) Ut 3.5.17.0
- [E) visuDialogs = VisuDialogs, 3.5.17.0 (System) VisuDizlogs 3.5.17.0
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Engineering

Further improvements
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= Compare: Allow the comparison of two arbitrary objects —

= Logger: Filter by component
= Improved usability oo

Communication Settings

by 2[E 2[@ 202 [®0 | Pletog - OurcTime | &

@ | Components ~ m
<Al components:

. Description
Applications
Setting router 1 address to (0001)
Backup and Restore [l cmporcUAServer Network interface ether 4 at router 1 registered
[ cmpSupervisor Network interface: 192.168.56.1, subnetmask 255.255.255.0
Files [ CrpBkorvshm Setting router 0 address to (001e)
Network interface ether 0 at router 0 registered
Log O cmeschedule Network interface: 192,168, 178.30, subnetmask 255.255.255.0
[ cmeRouter Network interface ether 7 unregistered
PLC Settings [ sysCpuMultiCore Setting router 4 address to (0092)
[ 1Ecvisualization Network interface ether 7 at router 4 registered
PLC Shell ] CrplecTask Network interface: 192,168, 178, 146, subnetmask 255.255.255.0
Users and Groups [] cmpRedundancyConnectionIP Network Interface ether 0 unregistered

= Preparation for new language features

= List of reserved keywords as of SP17
e.g. LDATE, CHAR, WCHAR O pocon iz e

= Usage = Compiler warnings | 2

Messages - Total 2 error(s), 1 warning(s), 0 message(s)

= Compiler errors as soon as new - [Goe e Twamnga @ omems] X ¥
language features are available et oo o ot

Typify code...
# C0543: The name 'CHAR' is a reserved keyword in the IEC51131-3 standard, An error will be reported in future versions.
| Compile complete -0 errars, 1 warnings
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Further improvements

= Acceleration of project load

= Language model stored as additional file (similar to compile information)
= 15% - 35% faster loading of project files

= General acceleration

= Blocking of certain operations avoided
=>» Significantly faster reaction after project load / download

= Re-work of the Build menu

™ EaSIer usage E_I.J”dG Gnlini_-: E:|I:Zh.=_-l::|ug Tools Wi:_iﬂw Hi
. . . . ke enerate Code 1
* Former commands still available (via Customize command) ™ Ciean |
Clean All - Attention!

CODESYS Group | We software Automation.
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Further improvements
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= Watch list:
Structured display of inherited variables of an FB

EffBec2? X | Options
Device.Application.PLC_PRG.instEffBee2 CFC Editar ~
i Efly Debuggin
Expression Trpe Value @ gg.g i Display Mode for Integer Variables
= #§ SUPER™ BaseEffiee i Dedaration Editor o
= & SUPER~ BaseBaseEffoes [l Device Description Download ol
*p iParOffForefather INT 0 [ Device editor (®) Decimal
@ _ivarOfForefather INT 123 {] FED, LD and 1L editor (O) Hexadecimal
@ _sVarOfForefather STRING " \J} Help
@ Propld INT 123 @ International Settings Floating Point Variables
i Libraries
@ _iBaseVar INT 456 % Loy downioad Number of displayed digis B
@ _sBasevar STRING L ¥
§ Propl INT 579 [# Load and Save
§| s Structured display of inheritance hierarchy
PLCopenxML
‘g, Proxy Settings

= Force list:
Display of recent process value of a forced variable

Watch all Forces
Unforce... =
Expression Type Value Prepar.. Overwritten value at start of cycle Owverwritten value at end of cycle
& DeviceApplication.PLC_PRG; DINT @ s 55 1923
# DeviceApplicationPLC_PRG.inst._di DINT [ F I 78 1923
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Further improvements

= Memory view: Search for specific values in the memory of the IEC application

= Supported in Core Dump, too

= Trace

= Simplified adding and editing of variables
= Improved work with multiple diagrams
= Improved usage of cursor

Configuration

-
-H

Engineering

Memory Scan X PLC_PRG

Value |16%deadbeef Yalue Type |DWORD ~
Memary Scan Options

Area | All Memory ~ | Alignment |Natural = 4 e

Scan
Area 0 + 0x0000000000003004
Found 1 matching memory positions,
Memory
Application: | Application [Device: PLC Logic] ~ Columns: | Auto
Area: | Areal ~| Offset: |Dxuuuuuuuuuuuu 004 v | Ql[e]]« »

0x00000260ABDC3D00: D523 0000 FF'EI;E ADDE 5851 DCRB €002 0000 D523 0000 a000

Confiquration
Add Variable

= Diagram 1
== PLC_PRG.

Add Variable -+ Diaaram 2
Mame Cursor 1 Cursor 2 Delta PLC PRE. o
= Diagram 1 -
mm PLC_PRG. 38693 38699 it @
=[] Diagram 2 i findme
= FLC_FRG] 38693 38699 86 @i
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Modularization of the CODESYS Development System

= CODESYS Development System
= Unmodifiable core system: "CODESYS Essentials®

=» Mandatory in order to work

Various individual modules
=» Installed with the standard setup
=>» Own versioning (4.X.X.X)

Update of individual modules

possible without changing

“CODESYS Essentials”

=» Functional updates at any time

= Immediate benefit from improvements

-
-H

Engineering

£ Package Manager X
Currently Installed Packages
Refresh Sort by |Name ~ Install...
Mame Version Installation date Update info 3 Uninstall...
fF copEsys CANopen 4.0.0.0 258.04.2021 Details...
f copEsys cFC 4.0.0.0 28.04.2021
@ CODESYS Code Generator 166 4.0.0.0 23.04.2021
fJ CODESYS Code Generator ARM 4.0.0.0 28.04.2021
g CODESYS Code Generator ARM&4 4.0.0.0 23.04.2021
P CODESYS Code Generator Blackfin 4.0.0.0 23.04.2021
f CODESYS Code Generator ColdFire 4.0.0.0 23.04.2021
@ CODESYS Code Generator Cortex M3 4.0.0.0 258.04.2021
fJ CODESYS Code Generator MIPS 4.0.0.0 258.04.2021
f CODESYS Code Generator PowerPC 4.0.0.0 23.04,2021
@ CODESYS Code Generator R 4.0.0.0 23.04.2021
f CODESYS Code Generator SH 4.0.0.0 28.04.2021
g CODESYS Code Generator TIC28x 4.0.0.0 23.04.2021
P CODESYS Code Generator TriCore 4.0.0.0 28.04,2021
f CODESYS Communication 4.0.0.0 28.04,2021
 copesys Compiler Versions Archive 4,0.0.0 28.04,2021
fF CODESYS Core Dump 4.0.0.0 258.04.2021
f CODESYS Device Reader 4.0.0.0 23.04,2021
@ CODESYS EDS Import 4.0.0.0 23.04.2021
f# CODESYS Embedded Runtime Extension 4.0.0.0 23.04.2021
g CODESYS EtherCAT 4.0.0.0 23.04.2021
[ TP L. PR e N
£ >
[] Display versions Close
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Modularization of the CODESYS Development System

= CODESYS Installer
= New executable delivered with the setup

» Grouping of required add-on components
into so-called "installations”

= Creating customized versions with ¢ o -0
only degired components R  Addintalation

= Simultaneous usage of versions for CODESYS 3.5 SP17 (64 bit) CODESYS 3.5 SP17 (64 bit)
productive and experimental use

= Reload of missing components possible et SPI7 elease
= Deployment server Strt  Change  Uninstal Sart  Change  Uninstal

CODESYS 3.5 SP16 (32 bit)

Start Change Uninstall

Copyright @ 2021 CODESYS Development GmbH  About

CODESYS Group | We software Automation.



Modularization of the CODESYS Development System

= Sighed add-on Packages

All packages with native CODESYS add-ons are signed
=» Packages can be trusted.

Check within the CODESYS Installer and the
Package Manager

Result similar to signed libraries

= Green: Certificate / time stamp certificate by a CA
=>» Both certificates are valid and not expired.
=» Package can be installed without any concern.

. Certificate is self-signed, not signed or
expired, timestamp is not trustworthy.
=» Package can only be installed after user confirmation.

= Red: Certificate does not match the content.
=» Package cannot be installed.

-
-H

\\\\\\\\\\\\\\\\

CODESYS KNX 4.0.1.0 S

Q5
23

B Check package signatures *

Youshould only install packages from trusted sources. Youfind additional information
about the package inits tooltip and all details when you double-dick it.

Package

@CODESYS OPC UA PubSub 5L CODESYS Development GmbH

Signed by

CODESYS Group | We software Automation.
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Overview

= OPC UA Server/Client
= Firmware update

= Modularization
» Update CODESYS Control RTE SL
= Further improvements

CODESYS Group | We software Automation.



OPC UA Server / Client

= Support of OPC UA Methods
= Support of OPC UA Alarms & Conditions
= Support of user-defined information models / companion specifications

= Implementation of new security profiles defined in OPC UA 1.04

Find detailed information in the section Communication

CODESYS Group | We software Automation.



Firmware update

= Backup/restore/update of the complete runtime system
= Main use cases
» Update of the CODESYS runtime with backup of application, certificates, and licenses

» Backup /restore of the CODESYS runtime including backup of application, certificates,
and licenses

» |ntroduction of a new ,Device management service" running stand-alone or as component
of a runtime with backend for access to local and remote PLCs

= |ntroduction of a generic archive format (including manifest and packages)

= Other firmware parts (OS parts, drivers, external software) could be included,
but not scope of development so far

= Client implementation in development

CODESYS Group | We software Automation.



Modularization

* Independent releases of Linux-based single license runtimes

» Release of new features / improvements independent from main version
(CODESYS Essentials)

= Version changed to V4.x.X.x
= No compatibility break
= Runtimes still based on V3.5.x.x Runtime Toolkit

CODESYS Control for V

This product allows users to program diff
using the free CODESYS Development Sy:

Wago Touch
Panels 600 Vlon. -1 0.0

. umpbel. 2502000038

Diownload »

CODESYS Group | We software Automation.



Update CODESYS Control RTE SL

| MultiCore CPU Usage

= Multicore support

= Distribution of the application on multiple CPU cores Beimrao e
= Selection of cores during setup | cmerad
= Task group configuration and core assignment within IDE | o

= New drivers
= Support of new Peak CAN PCI Express cards |
= Support of Innodisk CAN PCI Express cards

CODESYS Group | We software Automation.



Further improvements

» CodeMeter®: Support of CodeMeter Universal Firm Code
= New generic firm code introduced by WIBU for all container types (dongle, SoftContainer, cloud)
= Necessary for CodeMeter Runtime Support for Linux ARM
= Due to compatibility issues only released for Linux ARM runtime

Runtime

= User Management
= Enable online user management by default

Integration of redundancy component in single-licensed runtimes

Major update of CODESYS Control for PLCnext SL
= Bug fixes within Axioline configuration
= Support of retain memory
= Support of Smart Elements modules
= Bug fix for problems with thread priorities

VxWorks
= Support of 64-bit targets on VxWorks 7

CODESYS Group | We software Automation.



Further improvements

= Logging of user actions
= Login successful/ failed / logout

= Download/create / start/ stop/reset/delete application

[7) Device x
Communication Settings
Applications

Backup and Restore
Files

Log

PLC Settings

PLC Shell

Users and Groups
Access Rights

Symbol Rights

Licensed Software Metrics
IEC Objedts

Task Deployment
Status

Information

Components - | &

£

Severity

L]

PPPCCOORCOCOOOIRFOCOCOORIFIOTOSTOR®

Time Stamp

19.05.2021 17:15:20.423
19.05.2021 17:15:20.054
19.05.2021 17:15:19.994
19.05.2021 17:15:17. 104
19.05.2021 17:15:12.847
19.05.2021 17:14:43.084
19.05.2021 17:14:47.938
19.05.2021 17:14:46.841
19.05.2021 17:14:45.804
19.05.2021 17:1443.532
19.05.2021 17:14:35.554
19.05.2021 17:14:34.448
19.05.2021 17:14:34. 422
19.05.2021 17:14:26, 136
19.05.2021 17:14:26. 167
19.05.2021 17:14:26. 167
19.05.2021 17:14:24.858
19.05.2021 17:14:24.858
19.05.2021 17:14:24.857
19.05.2021 17:14:24.857
19.05.2021 17:14:24.857
19.05.2021 17:14:24.857
19.05.2021 17:14:24.854
19.05.2021 17:14:24.854
19.05.2021 17:14:24.829

Description

User: ‘admin’, Login (1)
User: ‘admin’, Logout {0}
User: ‘admin’, Login {1}
User: ‘admin’, Logout {0}
User: ‘admin’, Login (1)
User: ‘admin’, Logout {0}
User: ‘admin’, Login (1)
User: ‘admin’, Logout {0}
User: ‘admin’, Login (1)
User: ‘admin’, Logout {0}
User: ‘admin’, Login (1)
User: ‘admin’, Logout (0}
User: ‘admin’, Login (1)
System, Application [Application] started

System, App CodeGUID: 6d074fa4-0000-0000-0000-000000000000, DataGUID:

System, App Download successful [Application], create bootproject: 0

System, App CodeGUID: 6d074fa4-0000-0000-0000-000000000000, DataGUID:

System, App Download successful [Application], create bootproject: 0

System, App CodeGUID: 6d074fa4-0000-0000-0000-000000000000, DataGLUID:

System, App Download successful [Application], create bootproject: 0

System, App CodeGUID: 6d074fa4-0000-0000-0000-000000000000, DataGUID:

System, App Download successful [Application], create bootproject: 0

System, App CodeGUID: 6d074fa4-0000-0000-0000-000000000000, DataGUID:

System, App Download successful [Application], create bootproject: 0

System, App CodeGUID: 6d074fa4-0000-0000-0000-000000000000, DataGUID:

=

=

e

=

=

=

Component
CmplUserMgr
CmplUserMgr
CrmpUserMgr
CmplUserMgr
CrmpUserMgr
CmplUserMgr
CmplUserMgr
CmplUserMgr
CmplUserMgr
CmpUserMgr
CmplUserMgr
CrmpUserMagr
CmplUserMgr
CmpApp
CmpApp
CmpApp
CmpApp
CmpApp
CmpApp
CmpApp
CmpApp
CmpApp
CmpApp
CmpApp
CmpApp

Auto scrolling: ON - Displaying all available log entries.

Runtime

CODESYS Group | We software Automation.
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Visualization

Overview

= QOverlay function in the CODESYS TargetVisu
= OPC UA Client support in CODESYS HMI SL
= HMI Redundancy

* Improvements of trend / alarm management

= Further improvements

CODESYS Group | We software Automation.



Overlay function in the CODESYS TargetVisu Veualization Hanager

& settings @I Dialog Settings ] Default Hotkeys @ Visualizations 8 User Management .@ Font Settin

General Settings

[] use unicodestrings

= Dynamic internal rotation for all elements T
(includes groups, frames, and native controls)

= Time animations
= Smooth flying in of a menu independent of the visualization task
= Smooth transitions for dialog fade in/out
= Update of animated images such as GIFs/SVGs independently of the visualization task

= Free positioning of elements in all dimensions
= Dialog opens over browser control
= Crosshairs can be placed over camera image with visualization elements

» Hardware accelerated drawing of TargetVisu (using GPU)

= Enabled by default in new projects - if supported by device
= Precondition: Qt installed on the target device

» For details, see video at https://youtu.be/C-7TROW-imDKk

CODESYS Group | We software Automation.


https://youtu.be/C-7RQW-jmDk

Visualization

CODESYS HMI SL with OPC UA Client

= CODESYS HMI SL
= Connecting to available OPC UA server
= Browsing the published data

R 1 Add Data Source >
u ead / erte access to th e B Initialize Data Source Wizard - Browse data items - ] *
1 1 1 1 = The data source object can be used to attach another P
data via visualization Initalize the Data Source )
Choosethe dataitems E“
Visualization
Mame
Data:
‘ osoures ‘ Variables Access right Maximal access right Type
Select data source type - DeviceSet
|copesYs Applcaton3 ¥ = CODESYS_Control_Win_V3
CODESYS AEElicah'nn\f} - Resources
Visualizations * 01 X = Application
H-[O Programs
= o Cancel
2] Unitedso - = GlobalVars
@ Visualization +-[7[E] GVL_TimeMeasuring
B Initialize Data Source Wizard - Provider settings - m} s = |Variab|es |
- rmSignal
- 0 X Initialize the Data Source - ¢ AlarmSignal * BOOL
Setthecommunication parameters E“ # AlarmTreshold 'So LINT
=5 Uniitleds9 - # ChamberLight £ BOOL
v CoolingC BOOL
=B Data Sources Manager 9, ooling-ompressor o
= ‘ Server URI |0p(.tcp:.fﬂ‘32.163.173‘46:4340 | # Defrosting_State ] BOOL
Datasource # DoorOpen " BOOL
@ oni # DoorOpenTreshold " LINT
HMI Features + 1 x o # Sensor_empty * BOOL
- (O Offline http://opcfoundation.org/UA/, 15.07.2020 (opcfound: # TempActValue iy REAL
Bl Liitedss - . # TempSetValue ] REAL
. ecuri
I Devics (CODESYS HMI) o [ [F] Sewver
GlobalTextList Message Security Mode MNene ~ < >
= Visualization Manager Security Policy None Insert the items structured
TargetVisu
&8 webvisu
Cancel Next = Finish Cancel < Back Finish
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Visualization

HMI redundancy

Smart
Phone

Tablet

= Synchronization of WebVisu client information
between HMI master and slave

= |n case of failure of HMI master: All WebVisu
clients are automatically switched
to the other HMI

= Clients remain on pages/frames as before.
= Login remains

= |Immediate start of data transfer from the new
HMI master to the controllers -- S

= Central display of alarms either in HMI1 or HMI2 H
using remote alarm configurations

= Remote trend recording possible | -lm,

» First release: no synchronization of recipes |
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HMI redundancy - configuration

* Visualization redundancy is not
bound to CODESYS HMI SL.

= Enabled within the general
redundancy configuration

= Automatic enabling via libraries
and generated code possible

= @ VisuRedundancy = VisuRedundancy, 3.5.17.0 (System)
T [E' RedundancyDataTransfer = RedundancyDataTransfer, 3.5.17.0 (System)

- |B) netBaseSrv = Net Base Services, 3.5.17.0

(35 - Smart Software Solutions GmbH)

@@ Redundancy Configuration

Redundancy State

Visualization

Redundancy Link General Visualization

| [/ Enable |

Applications

Switchover references
Files Useredundancy link configuration

IP address:Portused by clientsonPLC1 | O . 0 . 0 . 0O |; 3080
Log ]

IP address:Portused by clients onPLC2 | 0 . 0O . 0 . 0O |: 3080 ||
PLC Shell

Security
Redundancy Settings Secure communication

Registered Areas Generate certificates

Timeout
Receiving timeout (ms)

Transmission timeout {ms)

VisuRedundancy 3.5.17.0 Options
ROT 3.5.17.0
NBS 3.5.17.0 [] Advanced

Visualization

View certificates

10000
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Visualization

Improvements of Trend

* Interruptions in the trend recording
(PLC Start/Stop) visible as gaps

= Possibility to stop the recording of
single variables

= Dynamic limits for minimum/
maximum of Y axes via IEC variables

= Trend legend with optional
checkboxes to hide/ show individual
variables

= Possibility to reset the trend recording K
In the database

= Search/replace within the trend
recording now possible
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Visualization

Improvements of alarm management

= Possibility to readout all information of a selected alarm
Both active and historical alarms

= Complete alarm record can be reset via IEC application
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Visualization

Further improvements

= Support of the LDATE, LTOD, LDT, LTIME data types within
visualization, alarm management, and recipe management

= Support in the Date and Date / Time Picker elements as well as in the formatted
output/input with %t

= Support of alarm conditions and latch variables
= Support of variables in recipe definitions

= Option to display scrollbars for scrollable elements like frame, table,
combo box and alarm table when "Multitouch handling" is enabled.

Additional Settings
Multitouch handling

Scroll elements with scrollbar

= WebVisu FileTransfer - dialogs for the file transfer can be
customized in size and design.

Choose file to transter..

Browse... H Cancel

CODESYS Group | We software Automation.



Visualization

Further improvements

» Interface/callback: For tracking all inputs on elements

= New format string for TIME variables to enter REAL values
Examples:
= %t[hh4] or %t[HHA4], hours with 4 decimal places
= %t[mm2] or %t[m2], minutes with 2 decimal places, e.g. 40.25 minutes

= 9%t[ss0], seconds without decimal places.

4, Recipe Manager X
Storage  General

[+]Recipe Management in the PLC:

= Recipe management: new option

=» Recipes are/are not overwritten Save Redpe
d u rl n g d OW n I O ad . Save recipe changes to recipe files automatically
Load Redpe

(@) Load only by exact match of variable list
() Load matching variables by variablename

Owerwrite existing recipes on download

Write Redpe

(®) Limit the variable to min/max when redipe value is out of the range
() Do not write to a variable when the recipe value is out of the min/max range

Read Recipe
[] check recipe for changes
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Further improvements

= Qutput of the number of used
variables within all visualizations

mDevioeK

Visualization

Communication Settings

Applications

Backup and Restore

Files

Laog

PLC Settings

PLC Shell

Users and Groups

Access Rights

Symbaol Rights

Licensed Software Metrics

IEC Objects

Task Deployment

Status

Information

Metric Size Unit

= &} Size of User Code 795280 Byte
£} Application 795280 Byte

= @ Variables used in visualizations 320 Variables
u' Application 320 Variables

I:Th-l

Visualization
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Engineering

Runtime

Visualization

Motion CNC Robotics

Fieldbus

Communication

AGENDA
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Motion CNC Robotics

Overview

= SoftMotion on Standard PLCs
= Robotics improvements
= New supported drives
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Motion CNC Robotics

SoftMotion on Standard PLCs

=G Latedzs | v‘
= Previously: SoftMotion only on devices with T raren
special target type = 0x1006 -9 ';’“‘ .
. PLC_PRG (PRG) clete
= New: SoftMotion can be run on all PLCs. 8 T omtarnr ™ :
= Activation via new command "Enable SoftMotion” . e
=>» SoftMotion objects (CAM editor, CNC editor, axis = i) '
groups) can now also be inserted on standard PLCs. Add Device.
Update Device...
= Advantage for users: easier upgrade j Emosea
. . it Object With...
= of CODESYS compatible devices T
= of SoftPLCs from the CODESYS Store (“SL Runtimes”) SN
% Online Config Mode...
Enable Scn‘tMoti
Reset Origin Device [Device]
Simulation
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Robotics improvements

= Improved jogging

Jogging = moving robot in manual mode

Improved orientation jogging:
Robot rotation more predictable

Fixing of numerous bugs
Improvement of test coverage
Improved documentation and error messages

Note: SMC_GroupJog2 replaces SMC_GroupJog
(will be discontinued)

Motion CNC Robotics
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Robotics improvements

= SMC_GrouplinterruptAt
= Stopping at a certain position on the path

= Otherwise like SMC_Grouplinterrupt (pausing on the path)

Motion CNC Robotics

LocisGroup

continuelData

group|nterruptit (7
SMC_Groupintermuptit —
—— S AxisGroup Done—
——continueData Busy—
—Execute Interrupting —
—{Position Commandbborted —
Error—
ErrorlD -
mvtldInterruptPosition —
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Motion CNC Robotics

New supported drives

= Bosch Rexroth Indradrive CS
= Delta Remote IO

= Delta ASDA A3/B3

» Beckhoff EL7041/7047

Ll
< I
T

=l

=) ]
i >Ns >Nz

|
;

<=1 111 H

]
1

| >
0 >l

>un

>n
1

tl

sll=| GHE SH-| 5

=] N

=
A i |
—86 868 —
o EEaEmEs
| T —pr—— « Extension Module (C
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Engineering

Runtime

Visualization

Motion CNC Robotics

Fieldbus

Communication

AGENDA
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Fieldbus

Overview

= General improvements
= EtherNet/IP

= CAN/CANopen/J1939
= EtherCAT

= PROFINET

= MODBUS
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Fieldbus

General improvements

= Implicitly generated fieldbus task:
= Warning when deleted
= Easy way for restoring deleted task

Fieldbus
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Fieldbus

EtherNet/IP

= Scanner

= LargeForwardOpen for Scanner and Adapter:
Up to 65527 bytes per connection (before: 512 bytes)!

= EtherNet/IP Scanner:
Possibility of enabling filling bytes in I/O mapping

= Stability improvements for multiple connections per slave

= GUI: Many bug fixes and performance improvements
= Update recommended!

= Adapter

= Possibility for sending outputs on start of bus cycle:
Possible reason for doing so: less Jitter

= Extension of Ethernet Link Obiject:
Conformance test with 1 GBit possible
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Fieldbus

CAN (CANopen/J1939)

= General rework of online help with focus on diagnosis
= New structure: Configuration, Functions, Libraries, Diagnosis D i

= Diagnosis chapter added E Diagosi

u DlagnOS|S |n appllcatlon @ Runtime Configuration

=1-I[J) CAMNopen Manager {Master)

= Diagnosis in user interface - [] General

@ Configuration
. @ Functions
u TI’OUbleShOOtlng @ Diagnosis
@ Libraries
[—:ll:ﬂ] CANopen Local Device (Slave)
@ General
@ Configuration

@ Functions
@ Diagnosis Eg
‘... |£] Libraries

= 11938 Fieldous

- [£] General
-4 Configuration
@ Functions
@ Diagnosis

‘... |£] Libraries
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CAN (CANopen/J1939)

Troubleshooting

Fieldbus

CANDus

Problem

The CANbus is red in the device free

directly after the application download.

Possible Solution

Check the status page and logger page of the CAN bus. You will find more information here.
Possible causes:
= The driver could not be opened:
= The network 1D is set too large.

Diagnosis of Hardware Failures

In the CAN bus. a network 1D was set for which there is no driver instance. If tf Most CAN problems are traced back to incomect wiring or faulty CAN devices. Potential errors include the following:

interfaces, then valid values for the network |D are only 0 and 1.

= The driver component was not loaded in the runtime.
Check whether the CAN driver component has been loaded correctly (see the |
Configuration”).

= The memory is insufficient.
Opening the CAN driver requires memory. Too little memory may be available.

= A bus emor has occurred:

= The CAN chip signals a bus emor. See the chapter "Diagnosis of Hardware Fai

Missing or incorrectly dimensioned terminal resistors.

The bus has to be terminated exactly with a 120 0 terminal resistance at the beginning and at the end.
Different baud rates

All subscribers have to use the same baud rate.

Short circuit between CANLow, CANHigh, CANGround, V+

CANLow and CANHigh interchanged

Different lengths of CANHigh and CANLow

CANHigh and CANLow are not a twisted pair. As a result, signals can be interrupted more easily.
Different grounding sources for CANGround

Two-sided grounding of the CAN bus cable

When both ends of the shielding of the CAN bus cable are grounded, grounding loops can form which can cause interruptions.
Bus cable too long

The maximum bus length depends on the set baud rate (see table).

Bit Rate Cable Length
10 kbps 6.7 km ﬂ
20 kbps 3.3 km
50 kbps 1.0 km Fieldbus
125 kbps 500 m
250 kbps 260 m
500 kKbps 125 m
1 Mbps 26m

Detecting hardware failures

CANH  / 7\ CAN_H
an | l PET:
1200 et L < @ 120 0
SCAN GND |/ ) can GNDL
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Fieldbus

CAN (CANopen/J1939)

= Modularization

= Stack library placeholders:
Now part of the CANopenManager, CANopenSlave, and J1939Manager device
= Using new protocol stack:

Before: ,Update device” for PLC necessary = New runtime required
New: ,Update device" on the corresponding stack device (e.g. CANopenManager) possible

Fieldbus
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Fieldbus

CANopen

= CANopen Manager
= Improved COB-ID collision detection and intelligent suggestions
= Additional check for EMCY, SYNC and TIME COB-ID
» Check & Fix dialog suggests COB-ID formulas where possible.

Mame Ohbject Bit length
v 1681400: Receive PDO Communication Parameter 16&202 16 Wirang and Double Assigned COBADs
DigOutputd_1 16#6200:16%01 8
DigOutputs_2 1626200: 16202 2 Device name Mode-ID Ohbject Formula Conflicted COB-ID Autormatic Suggestion
v| 16&1401: Receive PDO Communication Parameter 16202 64 BK5120 1 PDO 16#1400 165202 1600000202 SMODEID+ 16200 |
Write Analogue Qutput 1 16£6411:16201 16 BK5120 1 PDO 16#1401 165202 16#00000202 SMODEID+16#%300 |
Write Analogue Qutput 2 16¥6411:16%02 16 Eg
Write Analogue Qutput 3 16¥6411:16%03 16
Write Analogue Qutput 4 16%6411:16%04 16 Fieldbus

= CANopen Slave
= PDO/SRDO communication settings of I/O areas can be edited.
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Fieldbus

J1939

= Import function for DBC
= Proprietary file format from Vector Informatik for defining CAN messages and ECUs
= Widely used by Commercial Vehicle Manufacturers
= Different use cases (see following slides)

Fieldbus
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J1939

= Use case 1. Import a complete network

W Untitled536.project* - CODESVS.
File Edit View Project Build Onfine Debug Tools Window
BeE@ oo %mBX ALRN AT

2 Unbteds
= ) Device (CODESYS Convol Wi v3)
= Bl AcLoge

= @B ManTask (EC-Tasks)
&) ncrme
= [ caobus (ot
i »

& cut

Copy
Paste
Delete

X0&

Refactoring v
Properties...
Add Object
Add Folder...
Add Device...
Insest Device..
Disable Deviee
Updste Device...
[ FEdit Object

Edit Object With...

oE D

£dit 10 mapping
Import mappings from C:

DEC content selection

Import
%]

NENNERRARRARKRAR

Mame
ACS
o«
EBS
EMS
Ic

RD
REX

Description
Atemator/Chargrg System
Cimate Control

Bectronie Brake System
Engne Management Sydem
ratnument Chaster

Retarder Dnveine

Ratardor Exhaust Engine
Suspension System Controller 21
Tachogaph

Transmiszion ECU

Tre Prossre Mordorng System
Vehicle Gaaway

Local ECU

21%3% /0 Mapping
21933 IEC Objects
Satus

Infarmation

L@ e x|

Gomaral
Xsignals
Log
21833 U0 Maging 957 NunberOF v dGeaRatos
- - =1 TransGetane
21523 IEC Objects = @ ez sorr

5 KrbeCAS P dmthcatoneis
e E= SoftazrelDl

= Softwarein?
Infarmation T 5

= B eses  EO_TECY

X 184 TransRgedRangeDeplsySodState
T e
2 AchveSuCoraselindcatr
B0 TranngCranisvbie
W1 Trenhfirhetrdt
25% TransModedindiator
2% ronsedemndcnr
2% Tranodzindcln
2% Transdelindet
£ TransRaedGearf eedvack

= B oews o

25 Transieectedtear
25 TransAchsGexRato
@ Tronscutentcesr
2 TronkaeRarge
P Transcumensance

FREsRER
SISEINISETS]
]

&

65272 TRRLTEC

| Name
Name of Param

| Addpe | | AddSignsl Delete.

Genaral

Preferredaddress |3 2]

[ Locs! device
4 ECU NAME

s

Arbitrary Address Capable [

SAE 11939

Industry Group 10: Giobal, apphes to o incustries 8%
Vehide System Instance 0
Vehide System o
| @ ew x|
Gonoral Fing Filter, Showall = o Add FB for I0 Channel.. ** Golo Instance
ey Variable Mapping  Chanael Address  Type  Uni  Description
= @ rorez TEey
Log - K3 «IW202 umT N
= @ roe o
11538 4O Mapping - ‘e IBSEE. USINT
» % S WESE7  USINT
21533 IEC Objects “» TranuGeaRatio ‘9 TamGeaRato D147 REAL
=33 soFT
S~ - ) W2  USINT  steps
- % SoftwareiD1_1 ‘e Softwaremi WIESE3  USINT
oo  Sofwarei02 1 ‘e Sofwerem2 s USINT
—~—a - Softwareld3_1 K3 SoftwareD3 HIBSHS USINT
— | c@meaun
N ) ) WESSE  USINT
] ‘e WSS usINT
» ‘@ IBSE USINT
 AcsveShiftConsolel. ‘e AdivesiAConsoleindcator WIBSS9 usmT
¥ IrastnqUrenkineble ‘g TranstngCranktnable WILE00 USINT
. ] ‘o IBE0 1 USINT
» ‘@ WIBEC2 UsINT
» ‘s IBE0S USINT
bl K3 WIBEC4 usINT
» ‘s IBE0S. USINT
[}2 K] ‘e WWR3 T
=@ ercz ey
- ‘e WW4 T
» ‘o WDy ReAL
» ' WIW308 Wr
» ‘v WWOI  UINT
> ‘o WIW30 UINT
4 @ ercLTEcy
& (3o
+ 22 oMs
* 3 oms
# Caomzs
% 23 om24.
& 3 RFLTECY
|
‘e = o =Mapto

Fieldbus
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Fieldbus

J1939

= Use case 2: Install as database

W Untitled335 project" - CODESYS (PRERELEASE VERSION - NOT FOR RESALE!)
File Edt View Project Build Onfine Debug Tools Window Help

< 11539 Manager  VE] EMS x|

DEES|> o f RBX(MAGAS N TN E ()] Appliction Device: PLCLogic] ~ OF & ) w N [[=
General Enable | PGM/SPN | Mame Length Tpe
Ml[' B 1539 Hanager x| ST # [ 65232 DHB_00ND BBytes  Broadeast
=- i cewice (CODESYS Contral Win v3) General Databases ——— = EI B5IT0 TC1_EMS B Bytec Broadcast
BE_ﬂamag: on ﬁ Uninstall Set s default Log J I - ] HOURS EMS 8 Bytes Broadcast
= ) Application
g:c;;:mmg 155 0 et Add Pararmeter Group
=8 ook Configuration 31939 1EC O 11938 /0 Mapp
=8 ManTack (=0 Tadks) e Datnbase | Cimbom
H » & ncme Status 11939 IEC Obrje Fiter
= @ cantus (carous) Datahase  Comp -
= [ 11958 Manager (12938 Mansge) || mrormation e . = All ® Broadcast (D) P2P
@ o5 01933 £0) e Status 1 ] ] ]
-8 Tecu 011939 Fou) —— -
- (8 s O19_EQ)) N
:g RO (11933 _ECU) Informatian PGP Marne Drescrigtion e
g b e iy - 61444 EECI Sectronic Engine Contraler |
@ rex 1538 ECU) T + - 64762 EECLL Slectranic Engine Contraller 11
(8 ssc (1995 ECw)
@ s 01930 Fcu f G47GG S Electronk: Engre Contraler 10
8 vow (11939_£cu) = Iﬂl l L —:___Wl
(@ rcoem sy " - )
B s [ 18 EngSpe=dAiidePrintl
- 539 EngPer ceniTer queAldePontl
oo 528 EngSpeedAtPoint2
- - 540 EngPeroentTorques Pont?
M2 = ger X | 52 EngSpeedAtFonts Fieldbus
| i 541 EngFercentTorpues Fontd
piEnen Databasas P EnSpesdttPointd
| install. Uninstall Set s defsult 542 EngPercentTor masAiPontd ®
L
a
E : 531 EngSpeedhtPaints 0@2
P prirain i 3 EngPercontTorpueAPonts
11933 10 Mapging :
Engie Configuration 1
11939 1EC Objects
Status }
Tnfarmation
—_— [ mgérs | close
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J1939

» Removal of standard database
= Tooltip and online help notice the user!

= User has to buy a DBC database e.g. from
https://www.csselectronics.com/

Discount Code (5%):
J1939DBC_CODESYS

Database Custom

Database

£

Fieldbus

Find a parameter grou

All Broadcast P2P
| | A database is not installed! Please go to J1939 Manager editor ar

Fieldbus

Clos

CODESYS Group | We software Automation.


https://www.csselectronics.com/

Fieldbus

EtherCAT

= Online page shows Link-Status
= Routing of EoE
= QOverview page for device status

General Updatel/ﬁam Auto Update
Sync Unit Assignment MName Address State CRC
= ex100 1001 op 0,0
Overview M Eo00s 1002 op 0,0
~ ¥ EL1oo8 1003 op 0,0
Log o BT 1004 op 0,0
o M- OE 1005 op 0,0
EtherCAT Parameters = lﬂ EK1122 1008 ap 0,0,0
_ [ mermEc 1007 op o
EtherCAT1/Q Mapping - Bz 1008 op 0
EtherCAT IEC Objects Fieldbus

Status

Information
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Fieldbus

PROFINET

= Performance optimizations
Up to 40% lower bus cycle times

= Support dual- / multi-port Ethernet interfaces
=>» Build controllers and devices with up to 8 Ethernet ports,
e.g. for ,Daisy Chain® use case

= Create PROFINET Device *.devdesc from GSDML
=» No more manual steps for manufacturers of PROFINET Device
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Fieldbus

PROFINET

= PROFINET Device: programmatic configuration
= No Device-objects in static device tree
= Completely programmatic, function block-based configuration (Library ,ProfinetDeviceConfig“)

VAR
13 pnDevice : ProfinetDeviceConfig.ProfinetDevicelnstance;
deviceldent : ProfinetDeviceConfig.Deviceldentification;

Startup:
IF (NOT pnDevice.xInit)THEN
deviceldent.devicelD := lc#l1017; / Devace Config
deviceldent.vendorID : 2CC

2

pnDevice.Plug(in32); Plug Modules
pnDevice.Plug(out32x8); Fieldbus
pnDevice.Plug(out32_param);

: pnDevice.ConfigureDevice (interfaceName, deviceldent): Configure
11 |

12 ELSIF (NOT (pnDevice.xStartup OR pnDevice.xOnline)) THEN

13 pnDevice.Startc();

END IF

Acylic services of devace:

pnDevice.ProcessServices():

CODESYS Group | We software Automation.



Fieldbus

PROFINET

= |O-Link integration
= Editor for settings of 10-Link Device (IODD based)
= Pre-processed IO data
= Diagnosis with textual information from IODD
= Scan/import of IO-Link sensors

Devices v R X (@ OMT300_R200_series X
= [ 10l_Example -
= L—lj Device [ ted] (CODESYS Contral RTE V3 x64) 10-Link Device Info
# 80 pc oo 10-Link Parameter e S— -
= 73 (] ethemet (Ethernet) BPEPPEHL+FUCHS (O Identification menu (@) Parameter meni Eg
=@ PN_controlier (PN-Controlier) Information @ Set to Defaults ~(JRe
B3 Fw_4_20 (Fw 4.90) ‘ .

Fieldbus

H Danfoss_FC_PN (Danfoss FC PN) Name Value Unit
[ al1400 (AL1402)

¥ M151_3_PN_HF_V7_0 (M151-3PNHF V7. | | status

0 -

=@ Operation Parameter

=3[l al1400_1 (8 Ports) =@ switching Signal Channel 1
H(D 10M (1O-Link Master Proxy 87) S sP1 250.0 mm
E X1_B_Port @ spP2 150.0 mm
K X2_B_Port _6 Logic High active - Not Inverted
E X35 Port @ Mode window
K X4B_Port @ Hysteresis Standard
= :H(J 10LD_Ports (104ink 321 /3208 @9 S5C1Config - SP Offset 30.0 mm
@ OMT300_R200_series (OMT300 R * @ Switching Signal Channel 2
H(J) 10LD_Port6 (10-link 321 /320§ = [[@ Teachn
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Fieldbus

MODBUS

= MODBUS function block library

= Completely programmatic, function block-based configuration and communication

= Client + server
= TCP + serial

= Various examples in CODESYS Forge

+ {_L_E ModbusFB = ModbusFB, 3.5.17.0 (35 - Smart Software Solutions GmbH)

| ModbusFB 3.5.17.0

= Moabuy?, 3.5.17.0 (35 - Smart Software Solutions Gmbl ¥ | A | =0 Inputs/Outputs E] Graphical E‘j Documentation
+ ) Library Information
= {2) ModbusFB ClientRequestReadBits
- ecute S00L S00 xDoneb— Fieldbus
" '{-3 Enums udiTimeOut xBusyp—
=-I2) Function Blocks rClient (/= SO0L XErrorp—
=12 Client [uiUnitld L7 :=0] eErrorlDp—
E] Gher [udiReplyTimeout _'=V7 := (50 * 1000)] EvceptionCodss ebExceptionp—
= t [uiMaxRetries 7 1=0] 7 uiRetryCnt}—
£| ClientRequest [uiStartItem =0]
E] ClientRequestMaskWriteRegister E"g’:t:"t‘ty o ] TS
[Z) ClientRequestRead £ — : —
E‘I ClientRequestReadBits
E_] ClientRequestReadCoils
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Engineering
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Communication

Overview

= OPC UA Server/Client improvements
= OPC UA PubSub communication
= [loT Library Bundle improvements
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Communication

OPC UA Server/Client improvements

= Support of OPC UA methods
= Use case: call functions and methods of IEC applications and start complex functional
processes via OPC UA
= Support of OPC UA alarms & conditions
= Use case: send and acknowledge alarms to and with a capable OPC UA client
= Events signal a change of the alarm status to the client
= The client uses methods to interact with a specific instance of an alarm or condition.

= Implementation of new security profiles defined in OPC UA 1.04 (CDS-62076)
= Basicl25Rsal5 and Basic256 message security policies have been deprecated.

= Two new security profiles: Aes128Sha256RsaOaep (for medium security needs) and
Aes256Sha256RsaPSS (for high security needs)
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Communication

OPC UA Server/Client Improvements

. - - -
. SUppOI’t of OPC UA Client conflguratlon via Data Sources Aot Source 8
B3 The data source object can be used to attach anaother
data source to the current PLC,
® OPCUAClient_DataSources.project - CODESYS - [m] X
File Edit View Project Build Online Debug Tools Window Help MName
BEgE & v o i BB [ a3 =~ [T |#¥ | Application [Device: PLCLogic] ~ @ OF , m K [[(Z=2="= 5 [» M |= |Dabsource
Select data source type
Devices - 1 X [ Device 'B® Datasource X - e
= -@ OPCUACHent_DataSources ~ || Variables Type Mappings Communication General and Diagnosis 3 CODESYS ApplicationV3 >
= " 9 —
m Device (CODESYS Contral Win V3 x64) % Update varisbles g CODESYS ApplicationV'3
2
= u Application Local variable Accessright Update always  Create or Map  Type mapping Remote variable L) @
=2 Data Sources Manager = DeviceSet 50 W@ DeviceSet DeviceSet =
B Datasource = CODESYS_Control_Win_v3 p CODESYS_Control_Win_Y3  CODESYS_Control_Win_y3 5 Add Cancel
P — = Resources P Resources Resources ;‘_
m Library Manager = Application J Application Application =
PLC_PRG (FRG) = Globalvars » GlobalVars GlobalVars g
= Task Configuration = Variables_ i Variables_ Variables_ B
=-¢& Datas Task (IEC-Tasks AlarmSignal BOCL AlarmSignal ]
% DatasourcesTask (IEC-Tasks) AlarmSignal » AlarmSignal | = [ - - . _
@ Datasources.Datasources_PRG AlarmTreshold v LINT AlarmTreshold >§ Initialize Data Seurce Wizard - Provider SEttIr‘IgS d X
=8 MairTask (IEC-Tasks) ChamberLight J BOOL Chambertight =
3 A
@ PLC_PRG CoolingCompressor g BOCL CoolingCompressor ? Initialize the Data Source
Defrosting_State " Boc Defrosting_State = Set the communication parameters
DoorOpen » BOOL DoorOpen Z
DoorOpenTreshold i LINT DoorOpenTreshold =
Sensor_empty v BOCL Sensor_empty E:
TempActValue 4 REAL TempActValue 2— Sepver URI opc.tc //192.168.178.46:4840
v REAL TempSetvalue vlllg
| ntormation Wodel Source
OPC UA Server (® Online
PLC_PRG - c -
- * (O Offline  http://opcfoundation.org/UA/, 15.07.2020 (opcfounds
1 PROGRAM PLC_PRG ~
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3 xTrigger: BOOL; Security
4 NewSetTempValue: REAL;
o Message Security Mode None ~
MOVE Security Policy None
EN  ENOR
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< >
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Communication

OPC UA information models / companion specifications

= Support of user-defined information models / companion specifications

# fridge_controller_timing_UA.project” - CODESYS
Flle Edit View Project Build Online Debug Jools Window Help
iaf=a= =] ah L b G =) [T | E¥ | Application [Device: PLC Logic] - ©f : S

Devices -8 x OPC_UA_Symbols [ntios: fcadesys.com/UA/obecttzst] = jon Model X =
= tge_contraller_tming rowse Infomation Model.  hitps:/cadesys com/UIA/ob 30.10.2020 (codesys com enerate EC declarations
) idge_controder_tming_UA ~1|: Browse i Mode! G IEC deck
Add OPC UA Information Madel x = [ pevice (copesYs control win v3 x64) Data Model
=@ PLC Logic + | [Fitter by Name, OPC UA Type
=€} Application
- < =Gl Communication Manager Fypes Element Type Reference Type  Modelling Rule Name EC Type OPC UA Type Generate member
= OPC_UA_Symbols = Object Types = TestRootObjectType FunctionBlock TestRootObiectType
=2l frdge_controller_tming_UA == Information Model *# ModuleGroupType Varl Dint nt32
= [ Device (CODESYS Control Win V3 x54) - MyAddinType Var2 NestedObjectType MNestedObjectTvpe
. N % MylnterfaceType TestPlaceholder_Nr_ PlaceholderCbjectType PlaceholderObiectType
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= "jl Applicati Name % DataTypesimple (STRUCT) - placeholderObjectType Modules o dul, Tupe O
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%% puT @ ¥ Cut |OPC_L|A_Syme|s| | - TestRootObjectType . ExampleMethod Method Method
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@ig MyvalveT Copy Information Model URI - Var2 NestedObjectTye HasComponent  Mandatory # ExampleAmayOutputilethod  Method Method
@ cvL_Time Paste NestedObjectType (F8) ¥ TestPlaceholder Nr_ PlaceholderObjectType HasComponent  Optional Plach... - NestedObjectType FunctionBlock NestedobiectType
u Vari;b\es : http: ffopcfoundation.org/UA/, 15.07.2020 (opcfoundation.org) Audlaries Folderype HasComponent  Optional #- PlaceholderObjectType FunctionBlock PlaceholderbiectType
7 Delete + Modues ModuleGroupType HasComponent  Gptional + MyAddinType FunctionBlock MyaddInType
m Library M| = TestRootObjectType (FB) + ExampleMethod Method HasComponent  Mandatory AuxiliariesFolderType FunctionBlock FolderType
. Defrostin Refactoring [ Examplemethod 4 ExampleComplexMethod Method HasComponent  Mandatory P F Tupe
cancel anr— * - ExampleArrayOutputMethod Method HasComponent  Mandatory *- DataTypeSimple puT DataTypeSimple
. PLC_PRG| =1 Properties... @ Varizbles_ + DataTypes
@ Signal_m: (D Library Manager
Simulatior | =i Add Object 4 ‘ Alarm Configuration... #[&] pefrosting PRE)
"8 symbol | Add Folder.. s Application...
~ I k . . -
= (B8 Task Con| 1" Edit Object &1 Axis Group... OPC_UA_Symbols [https:/ /codesys.com/UA/objecttest/] x
=% Mairi Edit Object With... @i CCodeModule.. - ) )
& @ Search for mapped instances @ Create new instance | Root node: Objects -
@ r_ﬁ Login @ Cam table...
& visu o — e 6 CNC prograrm...
T elete application from device : : H .
& i PP o : OPC UA Variable OPC UA Type Map or create |IEC Variable IEC Type Access Rights Maximal
&S, ViED

85 Traceaufzeichnung
Vizualization Manager
€8 webvisualization
@ Dizagnosis

@ Live_Visu

@ Vizualization

inst_1 TestRootObjectType @ & OPC_UA_Symbols.inst_1 TestRootObjectType S £ Sommenleation

inst_2 TestRootObjectType k] & OPC_UA_Symbols.inst_2 TestRootObjectType i S
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CODESYS OPC UA PubSub SL

Communication

Add-on product for CODESYS-compatible controllers in the CODESYS Store
Prerequisite: Licensing option on the controller, available Ethernet port

Cyclic call of object-oriented function blocks from library

Communication via UDP broadcast

Interface prepared for time-synchronized communication protocols

# OPC UA PubSub SL Example_adapted.project - CODESYS

File Edit View Project CFC Build Online Debug Jools Window Help

[u} X
\ &)

=[E] r«SensorDataset (F8)
[ Preparevalues (protected)
=-[2] sensorProxy (FE)
=T} Humidity

= & Task Configuration
=+ CommunicationTask (IECT
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=7+ MainTask (IEC-Tasks)
8 pLe_pre
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= B0 PLC Logic
=1} Application [run]
@ cv._senddata
i Library Manager
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# humidity USINT 54 # temperature  REAL 7 s
i) Library Manager O et = ‘ - T  humid . 2
Communicaton PRG (PRG) ocation STRING(GlobalConstant.locationStringLength) i there’ ‘uml ity USINT — — ) _ e =
T CycicCal # location STRING(GlobalConstant.JocationStringlength) i there' o
PLC_PRG (FRG) < 5 < N
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<
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iConfiguration
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eState)
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Device user: admin
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Program unchanged
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Communication

lloT Library Bundle improvements

= Extension of the functional scope
= Now with function blocks for data exchange with Google Cloud IoT Core

= License for Google Cloud IoT Core Client SL included in the
lloT Libraries SL

Y Google Cloud
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